ATTACHMENT 10

RFA # 1301300317

CERTIFICATION REGARDING PRIVACY AND SECURITY

REQUIREMENTS FOR IPA/NAVIGATORS

IPA/Navigators and their subcontractors and agents providing services under the IPA/Navigator Program are required to establish and implement privacy and security standards for the creation, collection and use of personally identifiable information (“PII”) as well as financial and health information.  Adherence to these standards must be assured through appropriate monitoring and supervision.  
IPA/Navigators and their subcontractors and agents must establish and implement operational, technical, administrative and physical safeguards that are consistent with any applicable laws to ensure:  (i) The confidentiality, integrity, and availability of PII created, collected, used, and/or disclosed by IPA/Navigator;  (ii) PII is only used by or disclosed to those authorized to receive or view it;  (iii) Return information, as such term is defined by section 6103(b)(2) of the Internal Revenue Code, is kept confidential under section 6103 of the Code;  (iv) PII is protected against any reasonably anticipated threats or hazards to the confidentiality, integrity, and availability of such information;  (v) PII is protected against any reasonably anticipated uses or disclosures of such information that are not permitted or required by law; (vi) PII is securely destroyed or disposed of in an appropriate and reasonable manner and in accordance with retention schedules; and (vii) to the extent that IPA/Navigators are facilitating enrollment in State health insurance programs (e.g. Medicaid and Child Health Plus) they must comply with the Health Insurance Portability and Accountability Act (“HIPAA”) as business associates.
PII, financial and health information obtained by IPA/Navigators and their subcontractors and agents in providing services under this program may be shared with the NYHBE for the purpose of facilitating eligibility determinations and enrollment into IAPs, QHPs or other plans (if offered) provided that the potential enrollee consents on the NYHBE application to the release of his or her personal, financial and any other information needed for eligibility and enrollment.  Such information shall not be disclosed by IPA/Navigators for any other purpose. 

IPA/Navigators shall comply with any applicable laws governing the confidentiality of financial information, social security numbers, personally identifiable information and health information, including Medicaid data.   

By signing below, an authorized representative of the IPA/Navigator certifies that he/she has read and understands the terms and requirements above. 

Name of IPA/Navigator: __________________________________________ 

Name of Authorized Person: ______________________________________
(Print Clearly) 

Signature of Authorized Person: 
Date: ________________________

